Logging k8s cho cac
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1. Request logging

- Cac rng dung PHP d3 c6 access log tw dong tlr nginx. Van dé chi con 13 bd sung thém mot sb truong
d¥ liéu theo yéu cau




1. Request logging

Gidi phap: Cac ng dung PHP (Laravel) s& viét mOt middleware. Middleware nay sé parse théng tin ttr
JWT token clla GHTKID, sau d6 tra ra trong response header clia HTTP request.

- Response trrdrc khi t&i client sé dworc Infra x(r Iy, lAy thém cac thong tin d3 trd ra, sau d6 thém vao

k8s log trwdc khi kéo 1&n ELK. Cac header nay sé bi loai di truwdc khi dén client (Client sé& khdng thay

cac header m&i nay).




® UserLoggingMiddleware.php

<?php

class UserlLoggingMiddleware
{
public function handle(Request $request, Closure $next): Response
{
$bearerToken = $request—bearerToken();
$tokenData = explode(".", $bearerToken ?? '');
$jwtPayload = baseé64_decode($tokenDatal[l] 2? '');
$jwtData = json_decode($jwtPayload, true);
$clientId = $jwtData['client_id'] ?? '';

$userId = (Auth::user()?—getGhtkId() ?? $clientId);

$response = $next($request);

$response—headers—set('vid', $userld);

$response—headers—set('username', Auth::user()?—getUsername() ?? 'be-be');

return $response;




2. Application logging

C6 2 cach tiép can voi Application Logging trong PHP:

Cach 1: St dung truc tiép php://stdout va php://stderr cGia PHP. Trén Laravel c6 thé config d& dang théng
qua config/logging.php (Laravel d3 st¢ dung Monolog lam thw vién log tiéu chudn).




‘Php-Fpm master-process (PID 1),

‘BN EPRMOCKE process

‘BN IPRMOCKEE process 2




2. Application logging

Cach 1: St dung truc tié€p php://stdout va php://stderr clia PHP (log ra STDOUT va STDERR cUa Linux). Trén
Laravel c6 thé config dé& dang thong qua config/logging.php (Laravel d3 st dung Monolog lam thw vién log
tiéu chudn).

- Diém manh: Tich hop nhanh, dé dang.
- Diém yéu: Ban chat cac ludng php://stdout va php://stderr nay dwoc day ra tlr PHP-FPM, dan t&i
viéc b gi&i han do dai, wrap b&i PHP-FPM, cling nhw bi trdn 18n log khac tr PHP-FPM.




Log bi wrap b&i PHP-FPM (c6 thé tat dwoc viéc nay)

® [ ] logs.txt

[24-Jan-2019 08:30:14] WARNING: [pool www] child 6 said into stdout: "App log message to stdout"
[24-Jan-2019 08:30:14] WARNING: [pool www] child 6 said into stderr: "App log message to stderr"




Log bi truncate t&i da 1024 ky tw b&i FPM (c6 thé config m& rOng dworc)

® E logs.txt

[24-Jan-2019 08:35:34] WARNING: [pool www] child 7 said into stdout: "[...] TRUNCATED"
[24-Jan-2019 08:35:34] WARNING: [pool www] child 7 said into stdout: "CONTINUE-PREVISUS-MESSAGE"




Log bi trdn |an v&i log clia FPM (khong qud nhiéu)

® [ logs.txt

[24-Jan-2019 08:30:13] NOTICE: fpm is running, pid 1
[24-Jan-2019 08:30:14] WARNING: [pool www] child 6 said into stdout: "App log message to.stdout"




2. Application logging

Cach 2: S dung thém moOt sidecar container chay 1énh tail -f log
Bwde 1: Mount mét phan vung di¥ li€u dung chung cho trng dung
Bwdc 2: Chay sidecar container tail -f va kéo log sang stdout

- Diém manh: Doc 1ap v&i PHP-FPM.
- Diém yéu: Setup phlrc tap v&i ca infra va dw an.




php-fpm master process (PID 1)

php-fpm worker process #1

php-fpm worker process #2

php-fpm worker process #3

php-fpm container

oy

error_log = /proc/self/fd/2

/var/log/shared/pipe-from-app-to-stdout

/var/log/shared/pipe-from-app-to-stdout

/var/log/shared/pipe-from-app-to-stdout

tail -f /var/log/shared/pipe-from-app-to-stdout -——# stdout

tail sidecar container

application pod

/var/log/shared
mounted as emptyDir volume



